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Executive summary 
 

 The rapid deterioration of the security situation in Libya and the subsequent advance 

of IS pose a direct threat to Europe and to Italy in particular; 

 The conflict could attract a new wave of European foreign fighters, who could 

eventually return to Europe concealed among irregular immigrants crossing the 

Mediterranean. This scenario would increase the risk of lone wolves attacks in the 

short-medium term;  

 Italy may intervene in Libya in case of a UN mandate authorizing the use of force or if 

an attack against Italian interests is perpetrated or believed imminent; 

 In case of military intervention, Italy may experience isolated terrorist attacks on its 

soil, attacks and kidnappings against its interests and nationals abroad, increased 

immigration, piracy attacks in the South Mediterranean and a political crisis; 
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Recent developments  

 

Since the beginning of 2015, the Islamic State (IS) has intensified its offensive in Libya, where 

it controls important positions in Derna and Sirte. The province of Derna was the first remote 

territory annexed to the self-proclaimed Caliphate. A jihadist group named Majlis Shura 

Shabab al-Islam (MSSI, the Islamic Youth Shura Council) took over the city in April 2014, and 

was formally recognized in October 2014 as a province of the Caliphate, being renamed 

Wilaya Barqa after IS’s usual territorial subdivision model.  

Following the MSSI’s pattern, groups and individuals spread across Libya pledged allegiance 

to IS. Most notably, members of Ansar al-Sharia in Benghazi and jihadist militias based near 

Tripoli carried out da‘wa activities and delivered propaganda materials harking back to IS’s 

example. Moreover, over the last months two towns (Sirte and Nofaliya) were annexed to the 

Caliphate as a result of progressive infiltration of IS-linked cells from surrounding countries. 

Allegedly, central IS’s senior figures as top jurist Turki al-Bin’ali and former emir of Anbar 

province Abu Nabil al-Anbari have moved to Libya providing local groups with instructions 

from IS core. Despite Libya’s severe fragmentation, IS claims it established three provinces 

there, namely Wilaya Barqa (Cyrenaica), Wilaya Tarabulus (Tripoli) and Wilaya Fezzan 

(Fezzan). The expansion of the Caliphate in Libya led to the acquisition of new safe havens, 

eventually alluring new foreign fighters to join IS ranks.  

The preparatory phase of the Islamic State’s expansion in Libya started out gathering 

consensus and establishing alliances with local jihadi groups. By exploiting the general turmoil 

and institutional void, IS-linked groups in Libya can now thrive and gain ground militarily, 

engaging in battles with other militias, and consequently opening channels for cooperation 

with local tribes, as the core group does in Syria and Iraq. Furthermore, there is clear evidence 

of foreign fighters’ presence in Libya (around 20%), especially from Morocco, Sudan, Tunisia 

and Egypt. This presence is bound to enhance rapidly, as central IS will send more and more 

fighters to its Libyan provinces in order to test the groups’ allegiance and strengthen them.  

The rapid deterioration of the security situation in Libya and the subsequent advance of IS 

pose a direct threat to Europe and to Italy in particular. Indeed, the conflict could attract a 

new wave of European foreign fighters, who could eventually return to Europe concealed 

among irregular immigrants crossing the Mediterranean. This scenario would increase the risk 

of lone wolves attacks in the short-medium term.  
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In addition, the Libyan turmoil could boost the numbers of immigrants reaching the already 

overcrowded migration center in Lampedusa, hence boosting risk of civil unrest. Human 

trafficking, smuggling of arms and drugs, attacks against foreigners working in Libya and acts 

of piracy are also matters of concern. 

 

Italian interests in Libya  

 

Italian interests in Libya are mainly related to the energy, defence and construction sectors. 

A large number of deals were signed following the 2008 “Friendship Treaty”, concluded by 

former Italian Prime Minister Silvio Berlusconi and former Libya’s leader Muammar Gaddafi.  

 

ENI has been operating in Libya since 1959. Its most strategic oil and gas facilities are located 

in Mellitah (oil and gas), El Feel (El Elephant oil field), Abu Attifel (oil), Wafa (oil and gas) and 

on the offshore fields of Bouri (oil) and Bahr Essalam (gas). Particularly important is the 

Mellitah terminal, from where the Greenstream gas pipeline arrives to Gela in Sicily, supplying 

Italy with 15 % of its gas demands. ENI’s energy facilities are currently active as they are 

Latest major events 

 March 6: Islamic State fighters attacked the Al-Ghani oilfield killing 11 guards and 

kidnapping 9 foreigners.  

 February 20: car bomb attacks in the eastern city of Qubbah killed at least 30 

people and injured more than 70.  

 February 15: the Islamic State released a video showing the decapitation of 21 

Egyptian Coptic Christians, abducted in Sirte between December and January. A 

day after Egypt carried out retaliatory airstrikes against IS positions in Derna.  

 February 3: 9 people were killed and 3 foreign oil workers were kidnapped in a 

terrorist attack against the oilfield in Mabruk, operated by the Libyan National Oil 

Corporation and French oil company Total. 

 January 27: IS terrorists attacked the Corinthia Hotel in Tripoli, killing at least 9 

people, including 5 foreign nationals.  

 Embassies have also been targeted since the end of 2014. On February 22, two 

bombs exploded at the residence of the Iranian Ambassador in Tripoli. The 

Egyptian and United Arab Emirates embassies were attacked on November 13, the 

Algeria’s on January 15 and Sudan’s on February 3.    
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located in the west of the country - 

far from the war zone. The only 

exception is the Abu Attifel oil field 

in Cyrenaica closed in 2013 due the 

deterioration of security conditions 

in the region. Nevertheless, on 

February 20 ENI announced the 

repatriation of its Italian employees 

working in onshore facilities, while 

relocating others to the offshore 

ones.  

 

On the defence sector, 

Finmeccanica and its subsidiary 

Selex Galileo signed a € 250 million contract in 2009 to provide Libya with 50 drones to patrol 

its borders. The same year, another € 300 million was signed to provide Command, Control 

and Communication systems. Most of these deals did not come into force following the 

regime change in 2011. However, Finmeccanica still owns assets in Libya, including a factory 

producing satellite surveillance systems and a helicopter assembly plant in Abu Aisha, in the 

Tarhuna region (owned through the LIATEC joint venture with the Libyan state).  

 

On the construction side, the consortium Salini-Impregilo with Condotte, Pizzarotti and CMC 

had to stop its work on the “friendship highway”; a 400 km-long highway crossing the desert 

and linking Libya to Tunisia and Egypt. Similarly, works where stopped on the new Tripoli 

auditorium and on the Al Kufra airport. 

 

Italian interests are susceptible of specific targeting by the Islamic State for three reasons. 

First, the leadership position Italy is seeking to achieve in a potential UN-backed mission. 

Second, tangible energy assets may represent an important source of funding through energy 

export on the black market and kidnapping for ransom. Last but not least, the presence of the 

Vatican within its territory makes Italy a symbolic target.  

 

Specific threats to Italy were made on February 15, when Islamic State propagandist Abu 

Arhim al-Libim stated in the beheading video of the Egyptian Coptic Christians that the Islamic 

State “will conquer Rome, by Allah’s permission.”  

 

Abu Attifel 
Mellitah 

Wafa 

El Elephant 

Bahr Essalam and 

Bouri 
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Following these threats, on February 15 the Italian government decided to close its diplomatic 

representation in Tripoli and to evacuate Italian nationals still present in the country. On the 

same day, about one hundred people were repatriated by sea. 

The recovery of Italian workers living in Libya has formally started last summer, when about 

a hundred people were repatriated thanks to dedicated flights arranged by the Italian 

Ministry of Foreign Affairs (MFA) and continued throughout the autumn. At the beginning of 

February, the MFA invited all the Italian nationals in Libya to temporarily leave the country 

and advised against all travels to the African state – but without disposing a mandatory 

repatriation.  

However, according to the Italian ambassador in Libya “few” Italians have decided to stay. 

The President of the Italian-Libyan Chamber of Commerce, Mr. Gianfranco Damiano, 

estimated about 50-100 people, especially small entrepreneurs. However, this information 

has not been officially confirmed.  

Towards a military intervention? 

 

Given the current situation in Libya, Italian authorities have started considering the necessity 

for a military intervention in Libya aimed at downgrading the threat posed by the Islamic 

State.  

 

Italian political authorities have looked with considerable detachment to the gradual 

deterioration of the security situation in Libya, reacting only after the capture of Sirte by IS 

militants in early February. Focused on constitutional reforms and domestic economic 

problems, the Renzi Government paid scarce attention to the crisis, supporting a few 

diplomatic attempts to reach a negotiated settlement between the rival cabinets of Tripoli 

and Tobruk.  

 

Interior Minister Angelino Alfano has called repeatedly for an international military 

intervention in Libya, aimed at restoring some degree of peace and political stability in the 

country. Foreign Minister Paolo Gentiloni has claimed that Italy is “ready to fight” the Libyan 

branch of ISIS, stopping the flux of illegal immigrants toward Europe and checking the advance 

of jihadist groups on the southern shore of the Mediterranean. Defence Minister Roberta 

Pinotti declared Italy’s willingness to lead a UN-backed coalition and to deploy up to 5000 

soldiers on the ground (in addition to the 4000 troops already deployed internally for the 
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protection of critical infrastructures, foreign and national institutions). Nevertheless, the 

Italian government remains extremely cautious about a possible military mission in Libya.  

 

Opposition parties like Forza Italia (FI) and Movimento 5 Stelle (M5S) largely ignored the issue. 

Even Lega Nord (LN), which supported a comprehensive agreement with the Gaddafi regime 

in 2008 to control migration movements across the Mediterranean, paid little attention to 

the Libyan situation, lamenting only the constant increase of illegal immigrants and desperate 

refugees landing on the coasts of Southern Italy since the revolution of 2011. Both LN and 

M5S have called against any Italian military involvement in Libya, while Berlusconi has 

promised FI political support a UN or NATO-led mission only at certain conditions.  

 

Public opinion also appears much divided about the possibility of “boots on the grounds” in 

Libya, showing anxiety for the presence of jihadist groups there but refusing to go beyond a 

bland diplomatic response to the post-Gaddafi civil war.  

 

The main drivers for action are now the verbal threats launched by ISIS against Italy, 

reinforced by the execution of 21 Egyptian workers in Sirte, and the massive number of illegal 

immigrants and refugees leaving the Libyan coast for Sicily, which threatens the local 

humanitarian structures and the possible infiltration of terrorist groups on the Italian soil.  

 

In addition, Italy has to consider under what legal umbrella the intervention will eventually 

take place. According to the Italian Constitution and international laws, the legal conditions 

for a military interventions are: 

 

1. Self-defence: Italy could carry out a military operation if attacked or if an attack is 

considered imminent (e.g. if IS would be planning to use missiles to target Lampedusa 

which is approximately 355 km far for the Libyan shores). In case of attack, Italy could 

invoke self-defence closures in the UN Charter (art. 51), in the North Atlantic Treaty 

(art. 5) and in the Treaty on European Union (art. 42.7); 

2. UN mandate: The United Nation Security Council could authorize the use of force 

according to Chapter VII of the UN Charter. A UN’s mandate is what Italian authorities 

are currently working on in order to authorize an international mission, which Italy is 

willing to lead; 

3. Consenting sovereign state: A sovereign state can consent a foreign military 

intervention in case of distress caused by foreign or domestic threats. In the particular 

case of Libya, an agreement should be reached between the two governments of 
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Tripoli and Tobruk. In this regard, the new Commander of the Folgore Parachute 

Brigade, Gen. Giovanni Iannucci, has considered the agreement between the two 

governments as a pre-condition for any Italian military intervention in Libya. This is 

not only referred to the request of military assistance, but especially to an agreement 

on Libya’s political structure in the aftermath of a hypothetical operation.   

 

Once one of these conditions is satisfied, Italy should then consider the extent of its 

participation and which assets should be deployed. In this regard, Italy may deploy all four 

Armed Forces: Army, Navy, Air Force and Carabinieri. To fulfil the role of coalition leader, Italy 

should deploy at least one Army Infantry Brigade with the support of main battle tanks 

(MBTs), armoured vehicles and attack helicopters.  

 

First, Italy could decide to deploy Special Forces, in charge of providing the necessary support 

to the rest of the contingent that would follow.  

 

The Navy would deploy units in Libyan territorial waters to prevent both human and arms 

trafficking activities along with supporting activities for the ground segment of the force. 

Augusta naval base and facilities would provide the necessary logistic support and assistance. 

 

The Air Force would have the primary objective to provide Close-Air-Support to troops on the 

ground, as well as reconnaissance and interdiction missions (in Libya there are little relevant 

anti-aircraft assets). Italian southern Air Force bases (AFBs) are close enough to Libya not to 

require the deployment of the Navy air-craft carrier Cavour but it could be anyway used as 

command ship because of its high level C3 capabilities. Reconnaissance could be carried out 

by UAVs and space-based imagery.  

 

The Carabinieri-led Multinational Specialized Units (MSU) may be involved in the training of 

local police units and guarantee a security framework for Libyan population and institution. 

  

All this would act in cooperation with other contingents deployed by the countries 

participating in the mission under an integrated chain of command.  
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Possible consequences of a military intervention  

 

  Probability 

  High Medium Low 

Im
p

ac
t 

High  
Lone-wolves 

attacks 
 

Medium 
Irregular 

immigration 
Piracy  

Low  Political crisis  

 

Lone-wolves attacks – High Impact / Medium probability  

 

The possibility of an Italian intervention in Libya 

could foster violent retaliatory attacks on the 

Italian soil. Even if the Italian local jihadi scene is 

still quite rudimentary and embryonic compared 

to those of other European countries like 

Belgium, France and the UK, over the past few 

months there have been clear signs of 

development. More precisely, there has been a 

rapid rise in numbers of would-be jihadists and 

propagandistic contents spread online. While 

there is no actual threat from traditional or formal jihadi groups with ties in Italy, threats come 

from individuals and small clusters that have adopted IS’s narrative. The attempted suicide 

attack carried out by Libyan national Mohammed Game against the Army’s Santa Barbara 

barracks in Milan in 2009 is one of the first cases of self-starting jihadists in Italy. Additionally, 

the risk posed by lone wolves is emphasized by the direct mentions of Italy that the Islamic 

State has been making in some of its latest statements. According to our sources, people 

resident in Italy showing a commitment to jihadist ideology make up a milieu of about 300-

400 hundred people. They tend to create reticular structures without clear leaders: through 

these open networks they can organize, mobilize and operate jointly and quickly. Decision-

making is left to individual choice. No particular agenda seems to appear, except that of 

facilitating the struggle for global jihad and implementation of shari’a law. 

Horizon scanning should focus on: 

 Islamist propaganda 

 Specific threats to Italy 

 Foreign fighters leaving / 

returning 

Wild cards*  

 Underestimated individuals   

(e.g. Mohammed Merah, Kouachi 

brothers, “Jihadi John”) 
*High impact / Low probability 
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IS’s propaganda in Italian language appeared over the last months on the website justpaste.it. 

Precisely, on that platform three documents were uploaded containing indications for 

carrying out attacks in the West and fighting the so-called “infidels”. The texts, mere 

translations of IS’s top-figure al-Adnani and fanatic Hamel Bochra, contain explicit mentions 

of Rome. The translator seems to be a woman living in “Wilaya Rome” and formerly active on 

Twitter as @isistechnical. Her work has been spread online by IS-linked media centers. It has 

been observed that the role of women in online jihadi propaganda is close to that of 

disseminators simplifiers of contents. Furthermore, notions of women in Italy committed to 

supporting jihadism are also relevant in the field of foreign fighters: an increasing number of 

women have tried to reach Syria, although the exact number is not publicly known yet.  

 

Italian policymakers should carefully consider the possibility of retaliatory attacks. Although 

no exact forecast can be made, they are more likely to take place in areas of traditional 

presence of jihadi networks, such as Turin, Milan, Brescia, but also Campania and Ancona. 

Primary targets may be police and army headquarters, military and police officers, Jewish 

centers and people, major public gatherings, and other small scale attack against civilians.    

 

 

Major terrorist attacks against police/military targets in western countries  

 October 12, 2009: Libyan national Mohammed Game detonated his suicide vest at 

the entrance of the Santa Barbara barrack in Milan, wounding two people attacker 

included. Later investigations revealed that Game acted in protest with the Italian 

intervention in Afghanistan and chose the symbolic date of day 12 to recall the 

November 12, 2003 attack against the Italian military base in Nassiriya, 

Afghanistan.  

 March 11-15, 2012: Mohammed Merah killed a French paratrooper in Toulouse 

and two other soldiers in Montauban.  

 May 22, 2013: British Army soldier, Fusilier Lee Rigby was hacked to death in 

London by two Muslim converts Michael Adebolajo, 29, and Michael Adebowale, 

22.    

 October 22, 2014: Muslim convert Michael Zehaf-Bibeau fatally shot Corporal 

Nathan Cirillo in Ottawa before storming the Canadian Parliament.  
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In addition, the military intervention my trigger a new wave of radicalization that may turn 

into more foreign fighters leaving to Libya and others to return from the battlefield in Syria 

and Iraq. According to the latest estimates released by Police Chief Alessandro Pansa, Italy 

has approximately 60 foreign fighters currently monitored by the intelligence.   

In case of a terrorist attack on the Italian soil, two consequences may be expected: 

1. A securitization of political debates over immigration, integration, and inter-religious 

dialogue, hence polarizing the public opinion and political parties.  

2. The trauma experienced by the Italian society my trigger xenophobic attacks against 

Muslim minorities.  

 

Irregular immigration - Medium Impact / High probability 

 

A massive irregular migration flow on the Italian 

territory is already occurring, but it could rise 

exponentially in the short-medium term as a 

consequence of the humanitarian crisis in Libya. 

In addition, irregular migration could 

intentionally be used by IS as a “psychological 

weapon” to jeopardize Italy’s homeland security. 

In February, the Italian intelligence intercepted a 

communication between jihadists, who 

threatened to send 500.000 migrants towards 

Italy if the government would pursue with the 

military operation. The goal is to break down 

Italian public opinion morale through a series of humanitarian crises and by overstretching 

Coast Guards and humanitarian centers. The wiretapping is believed to be reliable and 

confirmed by other foreign intelligence services. In addition, daily Il Messaggero reported that 

an unprecedented number of wrecked ships have disappeared in past weeks from harbors in 

Algeria, Egypt and Tunisia. Last but not least, IS could conceal terrorists among migrants to 

carry out attack on the Italian soil or during rescue mission at sea.    

According to the Italian Ministry of Interior, the number of migrants departing from Libya has 

risen exponentially over the past year. In March 2014, approximately 3.244 immigrants 

reached the Italian territorial waters, while in July 2014 this number rose to 21.127.   

Horizon scanning should focus on: 

 IS controlling coastal cities  

 Number of migrants reaching 

Italy’s territorial waters  

 Number of wrecked ships 

disappeared from harbors / 

beaches  

Wild cards*  

 Suicide attacks during rescue 

mission at sea 
*High impact / Low probability 
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Piracy- Medium Impact / Medium probability 

 

According to a report of the Italian Ministry of 

Defense quoted by the Daily Express, IS controls 

already some Libyan ports and ships and could 

therefore carry out piracy attacks against “fishing 

boats, cruise ships, small merchant ships and 

coast guards”. Piracy attacks could also target 

beaches and offshore energy infrastructures. 

This scenario could lead towards a 

“Somalization” of the Mediterranean, hence 

affecting the 15 percent of global shipping 

activities by sea. Rear Admiral, Chris Parry 

declared that IS is potentially more dangerous than Al-Shabaab as it possesses surface-to-air 

missiles (MANPAD) to shoot down helicopters, as well as other weapons.  

A weak signal of this upcoming scenario arrived on February 15, when the Italian Coast Guard 

involved in a rescue mission 50 miles off Tripoli was threatened by four smugglers armed with 

Horizon scanning should focus on: 

 IS activities in coastal cities  

 IS in possession of speedboats  

 Small scale maritime incidents 

Wild cards*  

 Attacks against offshore energy 

infrastructures 

 Attacks against civilians in public 

beaches  
*High impact / Low probability 



  

 

11 

Kalashnikov. The gunmen took possession of the migrants-boat once the migrants were 

transferred aboard the Coast Guard boat.  

 

Political crisis - Low Impact / Medium probability 

 

In the short-term, it is unlikely that a possible 

military intervention in Libya will cause a political 

crisis in Italy. In the Parliament, the Renzi 

Government is strong enough to survive any no-

confidence vote, while the recent election of 

Sergio Mattarella as President of the Republic has 

been a significant victory for the Prime Minister. 

Moreover, the external support of Berlusconi on 

the Libyan issue should strengthen the executive, 

hence reducing the opposition power of M5S and 

LN. Finally, popular protests against military 

operations in Libya are likely to be small and 

circumscribed, due to the absence of a real public 

debate on the issue.  

 

However, a political crisis may occur in the medium term. “Body-bag effect” or kidnapping of 

Italian soldiers might test the cohesion of the Government, which will be put under pressure 

by a public opinion unwilling to face the social and economic costs of a protracted 

intervention in Libya.  

 

 

 

 

 

 

 

Horizon scanning should focus on: 

 Opposing positions/declarations 

within the government  

 Dismissal/resignation of key 

Ministers 

 Social protests against the 

intervention 

Wild cards*  

 Dramatic increase in homeland 

attacks leads toward a 

government change.  
*High impact / Low probability 
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Conclusions 

 

Main drivers for a military intervention: 

1. United Nation mandate authorizing the use of force 

2. Imminent threat to Italy’s national security 

3. Attack against Italian interests 

Possible consequences: 

1. Isolated terrorist attacks in Italy 

2. Attacks and kidnappings of Italians abroad 

3. Increased migration flow towards Italy  

4. Possible pirate attacks in the Southern Mediterranean  

5. Possible political crisis 

Recommendations 

1. Horizon scanning for the identification of weak/strong signals leading to the 

aforementioned scenarios 

2. Identification of wild cards for the preparation of worst-case scenarios and relative 

risk mitigation plans 
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